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Executive Summary:
Crises naturally drive innovation and acceleration. The COVID-19 pandemic’s
unprecedented global impact has forced industries across the board to adapt
overnight. In health care, the focus has been to optimize public health
resources in a bid to efficiently and timely treat and protect patients and the
health care providers who serve them.
A key challenge of the pandemic has been how to safely continue with the
model of health care worker (HCWs) mobility whereby HCWs work in multiple
health care settings. This feature of Canada’s as well as many other health
care systems globally is vital to health human resources strategy and more
flexible system deployment and response. As health systems and
organizations consider how best to balance system and patient needs with
the obligation to do all it takes to restrict the spread of COVID-19, digital
credentials as a trusted and verified enabler of HCW mobility have come to
the forefront. In this paper we explore the applicability of digital credentials in
health care and opportunities to be considered.

Credentialing:
Credentials confirm aspects of an individual, from their identity, to their
achievements, to their licenses and abilities. They add colour and value to
social and professional interactions - bringing safety and protection with
them. When credentials are issued digitally through a trusted framework in
an immutable and verifiable manner (especially in a world where fraud is so
prevalent and easy to commit), they present a unique value to holders and
receivers that can transform our present identity systems. By extension, they
allow for simplified workflows, process efficiencies and overall system agility.
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As businesses migrated online and with the evolution of e-commerce and ebanking, organizations recognized early on the importance of trusted
solutions in the digital world: they would enable customers to conduct
authenticated and strongly encrypted transactions online. Globally
interoperable digital certificates have been deployed for decades now in the
form of SSL certificates (denoted by the little ‘lock’ icon you see in your
browser when you visit a website with a secure connection). These are issued
by trusted authorities to verify identities of websites. These digital certificates
allow customers to use credit cards and submit personal information online
with the assurance and confidence that they are interacting with a legitimate
business and the connection is secure. This freedom and safety is something
many of us now take for granted, but it is an important foundation that
enables everything we do online. Faced with the threat of COVID-19 which
has figuratively and literally brought aspects of our daily lives to a standstill,
there is an accelerated need for high integrity digital services that have
certainty around the claims being made by those you are interacting with. It is
here that there is the potential for verifiable digital credentialing to form the
foundations of a better digital identity system for the future. Details on the
benefits of these new credentials-based identity systems can be found in this
paper authored by Convergence.Tech’s Chief Identity Officer, Kim Cameron,
who is a pioneer in the user-owned identity space.

Credentials in Health Care:
Given the complexity of health care systems today, with many HCWs working
across multiple locations in a multitude of disciplines, the need for trusted
interactions and the ability to verify HCWs credentials in real-time is
foundational to safe health care delivery. While ensuring that HCWs are
qualified to deliver care is one dimension, COVID-19 has added another: that
HCWs be healthy and COVID-19 free in order to prevent the spread of this
highly communicable and sometimes fatal disease amongst the most
vulnerable of people, their patients.
With disparate and disconnected systems that make interoperability and
digital health information exchange challenging, digital credentials can help
enable interoperability using ubiquitous and industry standard technologies
and protocols along with digital identity wallets that allow users to control
and move their own data between the people who need it. This improves
access with the ability to instantly and securely prove HCW identity and
provide evidence of their status, whether regarding their medical
qualifications, privileges or proof of a vaccination, or a COVID-19 test result.
This ultimately enables the efficient use of our limited but most precious
health resource, our health care workforce, in a manner such that they could
be dynamically and confidently deployed to where they are most needed.
Figure 1 demonstrates how digital credentials can be used to verify an
individual’s COVID-19 status.
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Figure 1: Example of how a verifiable credential can be used to manage a COVID-19 Test Status Verification

There are a multitude of other patient-centered benefits that come with the
use of digital credentials. From the ease of patient record keeping, to the
ability to easily share their data across medical institutions and borders, and
to provide increased trust in the fact that those providing care are qualified to
do so, digital credentials have the potential to improve patient outcomes and
simplify how individuals interact with their personal health data.
Management of staff health claims and training certifications in this fashion
also creates better authentication and auditability of staff, which can create
its own efficiencies for health care providers. Institutions can spend less time
collecting, reviewing and maintaining up-to-date paper-based data and
onboarding new employees, and can instead focus their attention on the
things that really matter to successful health care delivery: patient care,
standard improvement and enforcement, and staff management and growth.

A Growing Global Digital Phenomenon:
Digital credentials have started to take hold in the United States and United
Kingdom as a number of healthcare providers pilot them across different use
cases. With organizations such as the NBA considering fan options with
testing and Qantas Airways confirming requirement of proof of COVID-19
vaccination before passengers can travel internationally, the sporting,
entertainment and travel industries are now looking at enabling access using
verification systems.
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Canada is one of the countries leading the charge to create new digital
identity ecosystems via organizations like DIACC and their Pan-Canadian
Trust Framework and initiatives by provinces like Ontario in embracing the
idea of digital wallets, yet health care lags in experimentation and
implementation. The need to be inventive and creative is now, when COVID19 has transformed the mindset of health care organizations and regulators,
and made urgent the need for policy and legislative reform and technology
adoption. We must align to Canada’s digital strategies, secure access to digital
health information, for both patients and practitioners, and adopt
technologies that enable movement, portability and interoperability of skills
and data.
Spectrum Health Care and Convergence.Tech have partnered to drive
forward this agenda. Our initial approach focuses on an influenza vaccine
pilot scheme for Spectrum Health Care’s staff who are highly mobile and
provide home and community health care services such as senior care,
personal support, nursing and immunization clinics. We’ll then explore the
issuing and management of these digital credentials in various health care
settings.
While we will share our results and insights upon
completion of the pilot, we are ultimately
preparing for the administration and subsequent
reporting to recipients of the COVID-19
vaccinations that are due to be released late this
year to early next year. In the absence of
irrefutable evidence, how will the recipients of
the vaccine be able to make claims about their
vaccination status and how will gatekeepers at
hospitals, large scale events, on airplanes and in
long-term care and retirement homes be able to
make decisions about who gains access and who
doesn’t? Digital credential technology plays a key
role in enabling confidence and trust in these
settings and ultimately in resuming operations
across many industries where COVID-19 has
caused disruption and being better equipped to respond to future events.
Health care will need to be a leader in this space, embracing the power of
digital credentials and normalizing their use so that other industries can
follow. This is a moment for Canadian Health Care and Canada as a whole to
become a pioneer of a necessary transformation and so we make an urgent
call to action for the support of the Canadian Federal and Provincial
governments as well other Health Care providers across the country. To
achieve the promise of digital technologies like credentialing, we need
industry-wide collaboration and adoption.
There is no better time and no more urgent need than now for us all to come together.
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With over 40 years of experience, Spectrum Health Care delivers a standard of care and a level of
service that is reliable, trusted and unsurpassed in quality. Spectrum Health Care is Ontario's leading
provider of innovative home health care, senior companionship and specialized medical services. We
are committed to providing patients with seamless service through our Total Care model.

Convergence.Tech Identity is a digital credentials platform that makes issuing, accessing, and verifying
digital credentials and personal data easy and secure. By enabling people to control, possess, and share
their own data, Convergence.Tech is championing an important change in how personal and private
data can move freely within healthcare by putting the user at the center of it.
For more information on this influenza vaccine pilot employing digital credentials, please
contact us.
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